
 
 
 

InfoRisk 360° Professional Training | info@condition-zebra.com | www.inforisk-360.com 

Hacking and Security Vulnerability Management Training Agenda 

 

Agenda: Day 1 

 

8:30-9:00 Registration 

9:00-10:00 Introduction and Labs Set-up 

10:00-10:30 Module 1: Web Application Architecture 

10:30-11:00 Break 

11:00- Module 2: HTTP Basics 

11:00-12:00 Module 3: Injection 

12:00-1:00 Module 4: Cross Site Scripting 

1:00-2:00 Lunch Break 

2:00-2:45 Module 5: Cross Site Request Forgery 

2:45-3:30 Module 6: Mastering Burp Suite 

3:30-4:00 Break 

4:15-4:45 Module 7: File Inclusion Attacks 

4:45-5:00 Day 1 Wrap-Up 

 

* The schedule is tentative and subject to change 
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Agenda: Day 2 

 

9:00-9:15 Day 1 Recap and Day 2 Agenda Briefing  

9:15-9:45 Module 8: Overview of Network Security 

9:45-10:30 Module 9: Target Enumerations and Port Scanning 

10:30-11:00 Break 

11:00-12:00 Module 10: Vulnerability Assessment 

1:00-2:00 Lunch Break 

2:00-2:45 Module 11: Penetration Testing with Metasploit 

2:45-3.30 Module 12: Sniffing 

3:30-4:00 Break 

4:00-4:45 Module 13: Password Cracking 

4:45-5:00 Day 2 Wrap-Up 

 

* The schedule is tentative and subject to change 
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Agenda: Day 3 

 

9:00-9:15 Day 2 Recap and Day 3 Agenda Briefing  

9:15-9:45 Module 14: Introduction to Android 

9:45-10:00 Module 15: Android Architecture 

10:00-10:30 Module 16: Android Security Model 

10:30-11:00 Break 

11:00-12:00 Module 17: Android Application Assessment 

12:00-1:00 Module 18: Automated Assessment with Drozer 

1:00-2:00 Lunch Break 

2:00-2:15 Module 19: Introduction to iOS 

2:15-2:30 Module 20: iOS Security Model 

2:30-3:30 Module 21: iOS Application Assessment 

3:30-4:00 Break 

4:00-4:45 Module 22: Application Cracking and Patching 

4:45-5:00 Day 3 Wrap-Up 

 

* The schedule is tentative and subject to change 
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Agenda: Day 4 

 

9:00-9:15 Introduction to InfoRisk 360 ° Real World Scenario Security Lab 

9:15-10:30 Hands-on Labs 

10:30-11:00 Break 

11:00-1:00 Hands-on Labs (Continued) 

1:00-2:00 Lunch Break 

2:00-3:30 Hands-on Labs (Continued) 

3:30-4:00 Break 

4:00-4:45 Hands-on Labs (Continued) 

4:45-5:00 Training Wrap-Up 

 

* The schedule is tentative and subject to change 
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